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*** Start of FIRST MODIFICATION ***

21.1
Provision of IRI – PTC Service

21.1.0
Introduction

PoC and MCPTT use similar architectures for service delivery, and LI shall primarily occur at the PoC or MCPTT server for that service. 

Intercept Related Information events are necessary at the PTC Mobile Station Attach, PTC Mobile Station Detach, PTC session Activation, Start of intercept with PTC context active, PTC Context Deactivation, PTC Serving System, and PTC events.
For PTC services that provide KMS based encryption clause 21.1.1 specifies LI architecture and functions needed to provide session encryption keys generated by the KMS to protect a UE that is a target for interception. This section is applicable to the cases in which the KMS is under responsibility of the Operator providing the PTC network infrastructure. Other scenarios such as the one in which the KMS is run by an independent legal entity are outside the scope of this specification.

Other HSS events, Non-Local ID targeting for PTC events (e.g. based on traffic analysis), related and Serving System events reporting are national options.

Figure 21.1.1 shows the transfer of intercept related information to the DF2. If an event for / from a PTC MS occurs, the Shared XDMS/MCPTT common core servers or the Home Subscriber Service (HSS) sends the relevant data to the DF2 for delivery to the LEA.

For a PTC MS, dependent on national requirements, delivery shall occur in the following cases:

-
when the PoC/MCPTT server detects a  PTC session event (e.g. when receiving a PTC signalling message or sends a PTC signalling message to the PTC target;
-
when the Shared XDMS/MCPTT Common Core servers detects the PTC event (e.g. when receiving a PTC signalling message from the target MS, or when sending a PTC signalling message to the PTC target.
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Figure 21.1.1: Provision of Intercept Related Information - PTC
*** End of First MODIFICATION ***

*** Start of Second MODIFICATION ***

21.1.1
Decryption for PTC services

This clause describes how the CSP can provide the session encryption keys generated by the KMS to the LEMF when the CSP has PTC services with Security options. If an ICE allows interception of IRI or Content of Communication in clear then this clause does not apply.

If a Key Management Service (KMS) is used for PTC type services to provide encryption for security, the CSP may use the mechanism as defined in Figure 21.1.1.1 to deliver the session's keys and the specific parameters needed to decrypt the intercepted communications. 
Once this security information is retrieved, DF2 may deliver this security information to the LEMF as IRI in order for the LEMF to decrypt the intercepted traffic.
The LI architecture and functions needed for delivery of the encryption parameters are shown below to provide session encryption keys and specific parameters generated by the KMS. This section is applicable to the cases in which the KMS is under responsibility of the Operator providing the PTC infrastructure. Other scenarios such as the one in which the KMS is run by an independent legal entity are outside the scope of this specification.

NOTE 1:
This section covers the scenario in which encrypted content of communication is provided to the LEMF together with encryption keys, to allow decryption at LEMF.

Figure 21.1.1.1 shows the LI architecture for the case in which decryption is performed by the LEMF and a KMS is used to support PTC security with a Xk interface defined between the DF2/MF and the KMS, in addition to the interfaces and functional entities needed to support LI in the SIP core in the P-CSCF/S-CSCF as shown in clause 7A.7.1 and Figure 7A.7.1 within this document.
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Figure 21.1.1.1: KMS Intercept configuration
As discussed in clause 7A.7.1 when LI has been activated in the P/S-CSCF for a target, the node will report SIP messages events on the X2 interface, as specified in section 7.A and subsections. The DF2/MF shall extract from the intercepted SIP signalling the information related to the encryption and send a request over the Xk interface to the KMS to derive the encryption keys; the request will carry also the reference to the ticket transferred by the SIP signalling between the parties involved in the communication. The KMS shall then, based on the information received from the DF2, resolve the ticket and provide the session keys to the DF2/MF over the Xk interface.

21.1.2
Signalling over the Xk interfaces and LI events

The following messages are defined over the Xk interface:

-
get_keys

-
get_keys_response

The message get_keys shall be sent by the DF2/MF to the KMS in order to ask the KMS to provide session keys for an ongoing communication.

The message get_keys_response shall be sent by the KMS to the DF2/MF in order to provide the session keys.

The message get_key_response defines a LI event provided by the KMS to the DF2/MF which shall then be sent by the DF2/MF to the LEMF in a proper IRI record over the HI2 interface.

Table 21.1.2.1 provides the list of parameters, which shall be carried by the message get_keys, in order to transfer to the KMS the information, as specified in TS 33.328 [25], needed to provide the session encryption keys:

Table 21.1.2.1: Parameters and information in message get_keys

	Public KMS Identity of the target user

	TRANSFER_INIT

	TRANSFER_RESP


Upon reception of get_keys message, the KMS shall verify that the key management information is related to the targeted user.

A timer may be defined in the DF2/MF in order to specify the amount of time that the DF2/MF shall wait for the response from the KMS. If this timer expires, a failure indication shall be sent to the LEMF.

Table 21.1.2.2 provides the list of parameters, which shall be carried by the message get_keys_response, in order to provide the DF2/MF with the session keys:

Table 21.1.2.2: Parameters and information in message get_keys_response

	Crypto Session ID

	Session key

	Salt

	Failure indication (optional)


With reference to table 21.1.2.2, in case of failure in providing any of the decryption information, the KMS may provide a decryption failure indication.

Upon reception of get_keys_response message or in case of timer expiry, the following information shall be provided to the LEMF by the DF2/MF:

-
Lawful interception identifier

-
Observed target identity(ies)

-
Correlation number (in order to correlate the keys to IMS session under interception at the CSCF(s))

-
Event type (session encryption keys available)

-
Crypto Session ID (if provided by the KMS)

-
Session key (if provided by the KMS)

-
Salt (if provided by the KMS)

-
MediaSec key retrieval failure indication (in case of e.g. timer expiry, or failure indication received from the KMS).
*** End of Second MODIFICATION ***

*** Start of Third MODIFICATION ***
21.3.2
X2-interface

The following information needs to be transferred from the SIP Core, KMS, or the HSS to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity;
-
events and associated parameters as defined in table 21.3.4.1 and 21.4 shall be provided;

-
the target location (if available) or the IAs in case of location dependent interception;

-
correlation number;

-
parameters (keys and associated parameters for decrypting CC), if available and necessary.

-
Encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
*** End of Third MODIFICATION ***
*** Start of Fourth MODIFICATION ***
21.3.3.1
IRI Defined Events

The LI event information is sent to the DF2/DF3 is triggered by different PTC session related and non-call related events/reports. Details for each event are described in the following clauses.  

The following events are applicable to both the PoC and MCPTT service ICE:

-
PTC Session Initiation;
-
PTC Session Abandon;
-
PTC Session Start;
-
PTC Session End;
-
PTC Start of Interception;
-
PTC Pre-Established Session;
-
PTC Instant Personal Alert;
-
PTC Party Join;
-
PTC Party Drop;
-
PTC Party Hold;
-
PTC Party Retrieve;
-
PTC Media Type Notification;
-
PTC Group Advertisement;
-
PTC Floor Control;

-
PTC Target Presence;

-
PTC Associate Presence;

-
PTC List Management;

-
PTC Access Policy. 

-
PTC Group Request
- 
PTC Encryption 
The following events are applicable to the HSS:

-
PTC Serving System;

-
 HSS subscriber record change;

-
 Cancel location;
-
 Register location;
-
 Location information request.
The following events are applicable to the SIP Core:

-
 Service Registration.
A set of elements as shown below can be associated with the events above. The events trigger the transmission of the information from the PTC server ICE, or HSS to DF2. Available IEs from this set of elements as shown below can be extended in the HSS, if this is a requirement as a national option. DF2 can extend available information if this is necessary as a national option e.g. a unique number for each surveillance warrant.

*** End of Fourth MODIFICATION ***
*** Start of Fifth MODIFICATION ***
21.3.4.1
IRI Event Elements
The LI IRI event information is sent to the DF2/DF3 is triggered by different PTC session related and non-call related events/reports. Details for each event are described in the following clauses. 

Within Table 21.3.4.1: IRI Information Elements for PTC Event Records, a provisioned target identity can be a SIP URI, TEL URI , MCPTT ID or an IMEI. 

A PTC Client may support multiple PTC Addresses and be involved in one or more PTC Sessions at the same time using the same or different PTC Addresses.  

A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from PTC ICE to DF2. Available IEs from this set of elements as shown below can be extended in the PTC ICE, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option e.g. a unique number for each surveillance warrant. 

Table 21.3.1.1: IRI Information Elements 
	Cipher - The name of the cipher. 

	CryptoContext - If further information is needed to associate the encryption information with a specific session or stream, this parameter shall be included to identify the context to which this encryption message applies. 

	Key - The key needed to decipher.

	KeyEncoding - Shall be included to provide the encoding of the key if the encoding is other than binary

	PTCOther - Other information that is required to decrypt the data.  

	Salt - Include to provide the initial salt value if the cipher requires a salt value.


*** End of Fifth MODIFICATION ***
*** Start of Sixth MODIFICATION ***

21.4.22
PTC Encryption Message

The CSP shall provide the encryption method, specific parameters and the encryption keys to LE when a CSP service uses encryption that is provided or managed by the CSP. 
The Encryption message is sent by the DF2 to the LEMF when there is a need to pass the decryption information associated with intercepted content.  If rekeying is deployed, one or more new Encryption messages are sent coincident with the change in keys. 
Table 21.4.22 Encryption Message Parameters

	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event Type

	Event Time

	Event Date

	CryptoContext

	Cipher

	Key

	Salt

	KeyEncoding

	PTCOther


*** End of Sixth MODIFICATION ***
*** End of MODIFICATIONs ***
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